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	PERSONAL DATA PROCESSING AGREEMENT

	This Personal Data Processing Agreement (hereinafter the Processing Agreement) was entered into on the day, month and year below by and between the following Contracting Parties:

	

	Mendel University in Brno
	

	ID No.: 62156489
	

	VAT No.: CZ62156489
	

	with its registered office at:
	Zemědělská 1665/1, 613 00 Brno, Czech Republic

	represented by:
	Prof. Ing. Danuše Nerudová, Ph.D., Rector

	Authorisation for contractual negotiations:
	Prof. Ing. Danuše Nerudová, Ph.D., Rector
Ing. Libor Sádlík, DiS., Bursar

	E-mail:
	

	
	

	a university-type public higher education institution pursuant to Act No. 111/1998 Coll., on Higher Education and on Amendments to Other Acts (the Higher Education Act), as amended,
(hereinafter the Controller or the University),

	and

	

	Company
	

	ID No.:
	

	VAT No.:
	

	with its registered office at:
	

	represented by:
	

	Authorisation for contractual negotiations:
	

	E-mail:

	

	(hereinafter the Processor)

	

	(the Controller and the Processor are jointly referred to as the Contracting Parties and individually as a Contracting Party)

	

	Preamble

	A.
	On xx xx  2021 , the Contracting Parties entered into a contract for work to create an IT module for the administrative tasks of the International Relations Office (hereinafter the Main Contract) under which the Processor agreed to make and deliver to Mendel University in Brno 
 and to subsequently support and develop an IT module for the administrative tasks of the International Relations Office (hereinafter the Module); the contract is made for an indefinite period of time.

	B.
	The operation of the Module by the Processor requires, among other things, personal data processing to be performed by the Processor for the Controller.

	C.
	With respect to the above and following Article 28 
(3) of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (hereinafter the GDPR), and in conjunction with Act No. 110/2019 Coll., on Personal Data Processing, as amended (hereinafter the Personal Data Processing Act), the Contracting Parties enter into the following Processing Agreement.

	
	

	1. Purpose and Subject Matter of the Processing Agreement

	1.1.
	The subject matter of this Processing Agreement is the definition of rights and obligations of the Contracting Parties in relation to personal data processing under the terms and conditions of this Processing Agreement and in accordance with the GDPR.

	1.2.
	Pursuant to this Processing Agreement, the Processor will process personal data that it has obtained or will obtained from the Controller solely for the purpose of providing 
and ensuring the functioning of the Module for the Controller in line with the performance of the Main Contract.

	1.3
	Under this Processing Agreement and following documented instruction from the Controller, the Processor agrees to process personal data pursuant to Article 2.2 hereof, categories of individual pursuant to Article 2.3. hereof, and for the purposes of Article 2.4. hereof.

	
	

	
	2. Personal Data Processing

	2.2.
	Personal data will be processed by the Processor in the following extent:

	
	2.2.1. title,
2.2.2. first name,
2.2.3. family name,
2.2.4. gender,
2.2.5. academic degree,
2.2.6. date of birth,
2.2.7. individual’s identification number in the Controller’s University Information System,
2.2.8. citizenship,
2.2.9. information about identity documents,
2.2.10. passport photograph,
2.2.11. contact address,
2.2.12. invoicing address,
2.2.13. place of business,
2.2.14. registration No. (IČ):
2.2.15. VAT No.:
2.2.16. handwritten signature,
2.2.17. telephone, 
2.2.18. e-mail address, 
2.2.19. data box ID,
2.2.20. IP address,
2.2.21. cookies,
2.2.22. authentication certificates,
2.2.23. electronic signature,
2.2.24. identifiers for social media and communication platforms,
2.2.25. the highest education attainment,
2.2.26. name and type of the degree programme,
2.2.27. branch name, specialisation,
2.2.28. records of study and study activities,
2.2.29. learning outcomes,
2.2.30. faculty of study,
2.2.31. knowledge of foreign languages,
2.2.32. knowledge and skills,
2.2.33. bank account number,
2.2.34. paid amounts,
2.2.35. owed amounts,
2.2.36. employer,
2.2.37. organisational unit,
2.2.38. job classification and position,
2.2.39. participation in conferences,
2.2.40. participation in projects,
2.2.41. information on business and study trips.

	2.3
	The Processor will process personal data of the following categories of data subjects:

	
	2.3.1. University employees,
2.3.2.	Applicants for university studies,
2.3.3.	University students,
2.3.4.	participants in courses organised by the University,
2.3.5.	University graduate,
2.3.6.	the public.

	2.4
	The Processor processes personal data for the following purposes:

	
	2.4.1. the administration of selection procedures for study stays,
2.4.2. records of mobilities,
2.4.3. records of bilateral and multilateral agreements and related documents.

	
	

	
	3. Processor’s Obligations

	3.1
	Within the meaning of Article 32 of the GDPR, the Processor is required to adopt appropriate technical and organisational measures with respect to the nature, scope, context, and purposes of personal data processing, taking into account the difference in probability and the difference in severity that such risks may pose to the rights and freedoms of natural persons, in order to ensure a level of security corresponding to the risk. In particular, it is necessary to secure personal data against accidental or illegal destruction, loss, alteration, disclosure to unauthorized parties, misuse or other processing contrary to the GDPR.

	3.2.
	Within the meaning of Article 28 of the GDPR, the Processor is not entitled to engage another processor in the processing of personal data (the prohibition to chain processing) without a prior approval and written consent by the Controller.

	3.3.
	If the Processor engages another processor to perform certain processing activities on behalf of the Controller, the Processor must enter into a written agreement with each other processor that will impose the same personal data protection obligations on that processor as set out in this Processing Agreement. The primary Processor is fully responsible for the fulfilment of obligations under this Processing Agreement with respect to the Controller.

	3.4.
	Upon termination of this Processing Agreement, the Processor is required to delete any and all personal data in its possession and hand it over to the Controller, unless the Processor has done so, and delete all existing copies. The obligation provided for in this article will not apply if the legislation of the European Union or a national legal regulation stipulates that the Processor may store personal data even after the termination of this Processing Agreement.

	3.5.
	The period of personal data processing is limited to the term of the main Contract. The Processor agrees to hand over the personal data to the Controller or to demonstrably destroy it no later than 30 days after the termination of the data processing period.

	3.6.
	The Processor will shall assist the Controller in ensuring compliance with obligations pursuant to Articles 32 to 36 of the GDPR, taking into account the nature of the processing and information that is available to the Processor.

	3.7.
	The Processor agrees to maintain confidentiality of all personal data 
 and other facts that the Processor learns in relation to personal data processing under this Processing Agreement and in relation to the delivery 
 and operation of the Module under the Main Contract, not to disclose it on to any other entities except for the fulfilment of its legal obligation, and to handle it to a limited extent required for the fulfilment of its contractual obligations under the Processing Agreement and its legal obligations.

	3.8.
	The Contracting Parties agree to mutually provide each other with necessary co-operation for the performance of this Processing Agreement. The Processor agrees to provide the Controller with any and all information that is necessary to prove that the conditions laid down by this Art. 28 of the GDPR have been met. The Processor agrees to enable audits, including inspections, to be performed by the Controller or another auditor authorised by the Controller to perform such audits. The Contracting Parties are required to provide each other with any documents needed to meet this obligation. This obligation of the Contracting Parties will apply especially in case of dealing with the Office for Personal Data Protection, reg. No. 70837627, with its registered office at Pplk. Sochora 27, 170 00 Praha 7, (hereinafter the Office) or other public administration bodies.

	3.9.
	The Processor agrees to process and document in writing any technical 
and organisational measures that have been taken and implemented to ensure the protection of personal data in accordance with the body of laws of the Czech Republic and European Union legislation. 

	3.10.
	Upon request, the Processor will make its technical and organisational security measures available to the Controller and enable the Controller to check that the submitted technical and organisational security measures are being observed. 


	3.11.
	The Processor agrees to comply with obligations set out in the Act on Personal Data Processing and the GDPR when processing personal data under this Processing Agreement.

	3.12.
	The Processor must bind authorised persons to confidentiality with respect to personal data and adopted security measures the disclosure of which might jeopardise the security of processed personal data. The Processor will ensure that this confidentiality obligation of authorised persons will remain in force also after the termination of the employment or similar relationship with the processor. In case of non-compliance with this obligation, the Processor agrees to compensate the Controller for any incurred damage.

	
	

	
	4. Remuneration

	4.1.
	The Contracting Parties have entered into the Main Contract that includes an overall financial settlement between the Contracting Parties. The Controller contributes financially to the provision of technological and organisational measures that are covered by the Main Contract, not by this Processing Agreement.

	
	

	
	5. Contractual Penalty

	5.1.
	If the Processor breaches any of its obligations to technically and organisationally secure the protection of processed personal data under Article 3 of this Processing Agreement, or if the Processor or the Processor's authorised persons breach their confidentiality obligation set out in Article 3, the Processor agrees to pay a contractual penalty of CZK 5,000 (five thousand Czech crowns) for each breach of this obligation.

	5.2.
	If the Processor breaches its obligation under Article 3.5 involving a failure to destroy personal data within a specified period, the Processor must pay the Controller a Contractual penalty of CZK 10,000 (ten thousand Czech crowns) for each day of delay.

	5.3.
	The contractual fine is payable within seven (7) days from the delivery of a written request by the entitled Contracting Party to the obliged Contracting Party .

	5.3.
	The Controller may claim from the Processor all contractual penalties that the Controller is entitled to due to a breach of the Processing Agreement by the Processor under this Article.

	5.4.
	The contractual provision regarding the contractual penalty shall be without prejudice to the rights of the injured Contracting Party to claim damages in full.

	
	

	
	6. Liability for Damage

	6.1.
	The Processor be liable to the Controller for damage or non-material damage that arises from a breach of the Processor's obligations under this Processing Agreement.

	
	



	
	7. Dispute Resolution

	7.1.
	The Processing Agreement is governed and will be construed in accordance with the laws of the Czech Republic.

	7.2.
	If the Contracting Parties fail to resolve any dispute amicably within 30 days from the commencement of negotiations between the Contracting Parties, such dispute, including any issues of validity, interpretation, settlement or termination of rights under this Processing Agreement, will be resolved by a Czech court having the relevant subject matter and local jurisdiction according to the Controller’s registered office unless a special regulation stipulates an exclusive jurisdiction.

	
	

	
	8. Term and Termination of the Processing Agreement

	8.1
	The Processing Agreement comes into force upon signature by both Contracting Parties and becomes effective upon its being published in the Register of Contracts on the Public Administration Portal of the Czech Republic. The Controller is responsible for publishing the Processing Agreement on the Public Administration Portal of the Czech Republic. The Contracting Parties represent that they agree with the publishing of the Processing Agreement in the Register of Contracts on the Public Administration Portal of the Czech Republic.

	8.2
	This Processing Agreement will terminate upon termination of the Main Contract. This will be without prejudice to the Processor’s obligations that, given their nature, will survive under the Processing Agreement even after its termination.

	8.3
	This Processing Agreement may be terminated only by a written agreement between the Contracting Parties.

	
	

	
	9. Final Provisions

	9.1
	This Processing Agreement constitutes the entire agreement between the Contracting Parties concerning the subject matter of the Processing Agreement and replaces any and all other written or oral agreements made concerning the subject matter of this Processing Agreement.

	9.2
	If any of the provisions hereof is or becomes ineffective and/or unenforceable, it will not affect the effect and enforceability of the remaining provisions of the Processing Agreement. The Contracting Parties hereby agree to replace any ineffective, or unenforceable provision with a new provision, the wording of which shall correspond as close as possible to the purpose of the original provision and the Processing Agreement Contract as a whole.

	9.3
	This Processing Agreement is governed by the governing law of the Main Contract.

	9.4
	This Processing Agreement may be supplemented, amended and/or modified only in form of written amendments signed by both Contracting Parties.

	9.5
	This Processing Agreement is made and signed in four (4) counterparts in the Czech and/or English language. Each Contracting Party will receive two (2) counterparts of the Processing Agreement.

	9.6
	Each Contracting Party will bear its own costs incurred as a result of entering into this Processing Agreement.

	9.7.
	The Contracting Parties hereby expressly declare to have read this Processing Agreement before signing it, that the Processing Agreement has been made after mutual consideration and expresses their true and free will, in witness whereof they have attached their signatures.

	
	

	In Brno, on
	In Brno, on

	On behalf of the Controller:
	On behalf of the Processor:

	
	

	
	

	……………………………………….
	

	Prof. Ing. Danuše Nerudová, Ph.D.
Rector of Mendel University in Brno
	

	
	

	
	

	……………………………………….
	

	Ing. Libor Sádlík, DiS.
Bursar of Mendel University in Brno
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